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Check Point WAF 
Современная защита веб-сервисов, 
приложений и AI ассистентов
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The Problem 
with Traditional WAFs
Are They Sufficient 
for Modern Security?

1
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Traditional WAF Solutions Depend on the Ongoing 
Maintenance of Rules & Signature Updates

WAF Rules

Too Specific Rules 
Leads to Overlooked 
Threat Variations and 
Demand Adding More 
Rules to Address Them

WAF Rules

Too Loose Rules
Leads to Overload of 
False Positives and 
Demand Adding Many 
Exceptions
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When You Choose Cloud Service Providers’ WAF 
You Multiply Your Efforts & Lose Consistency
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WAF Rules WAF Rules WAF Rules
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Ongoing Maintenance of Rules & Signatures
Just Doesn’t Work

On Average Traditional WAF Solutions Have an 
8% False Positive Rate - Blocking Legitimate Traffic 

On Average Traditional WAF Solutions Only Have 
an 86% Detection Rate – Missing Malicious Traffic 

Traditional WAF Solutions Leave You Vulnerable to Zero Day Attacks
For Days or Even Weeks 

Based: on WAF comparison Project
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Introducing Check Point’s 
AI-Powered WAF 
How to Protect Against 
Zero-Day Attacks?2
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• Automatic AI-Based WAF Management

• Unmatched Zero-Day Prevention

• High Detection Rate & Low False Positives

• API Discovery & Schema EnforcementWAF

Get Up & Running in Under 15 Min. with 
Flexible Deployments Options

Powered By Contextual AI Engine

No More Manual Rules & 
Signature Updates 
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No More Manual Rules & Signature Updates 

WAF

POWERED BY
CONTEXTUAL AI

WAF Rules

Relying on Rules & Signature Updates Automatic AI-Based WAF Management

Reacting to Zero Day Attacks Preemptive Zero-Day Prevention

Missing Malicious Traffic Nearly Perfect Detection Rate 

Blocking Legitimate Traffic Nearly Zero False Positives

Wide API attack surface Automatic API Discovery & Security 
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Preemptive Prevention of Top Zero Day Attacks in Recent Years

10

CloudGuard WAF
Unmatched Prevention Results

Check Point WAF

0.81% vs 8.69% 99.4% vs 86.6% 

Lowest False Positives
vs Top WAFs

Highest Threat Detection 
vs Top WAFs

Log4ShellSprint4Shell Text4Shell MOVEit
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Comprehensive Web Application & API Security

File Security 
Bot Prevention API Discovery 

HTTP
Approved 
Requests

Trained on 
Millions of 

Requests & 
Attacks

Trained Continuously 
on Apps & API 

Behavior

IPS

AI #2 Context 
Analysis 
Engines 

AI #1 Attack 
Indicator 
Analysis

Rate Limit

DDoS



12©2024 Check Point Software Technologies Ltd. [Confidential] 12

Reacting to Zero Day 
Attacks

HTTP

How does Signature/Manual Rules WAF work?

Relies on Threat 
signature Mapping Manual Rule 

update

Approved 
Requests

On average 
regular 

WAF has 
Only 585 

Signatures
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AI #1 Attack Indicator Analysis

HTTP 8794 
Indicators

Suspicious Requests
AI #2 

Context
Analysis
Engines 

Breaks into Indicators for 
Mapping

Preemptive Zero-Day Prevention

Fully Automated

Approved 
Requests

WAF
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CloudGuard WAF is Based on 
Cascade Machine Learning Technology 

HTTP

Trained on Millions of 
Requests & Attacks

Trained Continuously 
on Apps & API 

Behavior

AI #2 Context 
Analysis 
Engines 

AI #1 Attack 
Indicators
Analysis

Approved 
Requests

Suspicious 
Requests
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2nd AI Consists of 4 Context Analysis Engines

Compare the user behavior baseline to assess 
malicious intent from prior user requests

User Behavior

Continuous learning of users' activity with a good 
reputation, which allow us to auto adapt to the 
application 

Crowd Behavior

Acceleration of application learning with creation of 
allow list of permitted inputs from trusted users

Trusted users

Unsupervised learning of fields types and values 
Application Content

AI #2 Context 
Analysis 
Engines 

AI #1 Attack 
Indicator 
Analysis
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Context Analysis Engines Reduce False Positives 

User Behavior Crowd Behavior Trusted users Application ContentTransaction

0

100

200

300

400

500

600

700

Possible indicator
of malicious 

attack

User hasn’t sent many
indicators in the past

Trusted sources sent
these indicators as well

All the other App users sent 
the same indicator for this 

parameter

Parameters type is similar to 
other requests for this URI

Final Score <100
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CloudGuard Continuously Learns 
Specific Apps & API Behavior

Ready to Prevent 
Attacks Within Three 
Days of Deployment

Learning Level is 
Displayed in The WAF 
Management Platform
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Introducing Check Point’s 
API Security 
How to Have Visibility and 
Protection of APIs?

3
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TOP API Security 
Concerns

Shadow APIs 

Discover the Unknown

Sensitive Data Detection

 Risk of Data Misplacement

Public Exposure 
Misconfiguration Risks
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CloudGuard WAF Automatically Discovers API 
Schemas and Allows You To Enforce Them
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1. API Discovery (Auto Generated Schema) 

2. Dashboard & Full 
API Usage

3. Schema 
Validation and 
Enforcement

4. Sensitive Data & 
Exposure Mgmt. 

Visibility Into Shadow & Zombie APIs Governance Over Publicly Exposed APIs Preventing Unnoticed Sensitive Data
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Visibility Is the Key to API Security

API DISCOVERY Sensitive Data
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Automatically Inspects & Generates API Schemas

22
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CloudGuard WAF Allows Dashboards & Visibility

23

Most Used APIs Top APIs with 
Sensitive DataLeast Used APIs

Discovery of API 
Changes
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Comprehensive Revision History for API Monitoring
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Schema Validation
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SQL Injection

Broken Access Control 

Prompt Injection 

LLM Jailbreaking 

Sensitive Information Leakage 

System Prompt Leakage 

Excessive Agency 

Agent-to-Agent Attack

Sensitive Information Leakage

Protect AI Makers:

APPLICATION AI BACKEND
LARGE 

LANGUAGE 
MODEL (LLM)

WAF for LLM 
Applications 

(2025)
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SQL Injection

Broken Access Control 

Prompt Injection 

LLM Jailbreaking 

Sensitive Information Leakage 

System Prompt Leakage 

Excessive Agency 

Agent-to-Agent Attack

Sensitive Information Leakage

Protect AI Makers:

APPLICATION AI BACKEND
LARGE 

LANGUAGE 
MODEL (LLM)

CloudGuard 
WAF

CloudGuard 
WAF

WAF for LLM 
Applications 

(2025)
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WAF DEMO
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WAF DEMO
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WAF DEMO
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WAF DEMO
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TCO Result
CloudGuard WAF Unmatched 
TCO Results4
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CloudGuard WAF Unmatched TCO Results

3.48

4.76

1.28

0.33

0.00 1.00 2.00 3.00 4.00 5.00 6.00

FALSE POSITIVE 

NUMBER OF INCIDENTS 

In Million

No of Incidents & False Positive per Month

CheckPoint WAF Traditional WAF

4X Reduction in TCO with CloudGuard WAF

$92,546

$23,323

$0 $20,000 $40,000 $60,000 $80,000 $100,000

TCO

Total Cost of Ownership (TCO) per Month

Check Point WAF Traditional WAF
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CloudGuard WAF Exponential Business Benefits

✓ 5X Reduction on 
Employee Cost

✓3X Reduction on 
Business Loss with Lowest 
False Positives

✓ 14X Reduction in 
Breach Cost with Highest 
Threat Detection

$34,766 $34,767

$15,451

$6,781

$12,759

$1,075

EMPLOYEE COST LOST BUSINESS BREACH COST 
In Month

Business Benefit with CheckPoint WAF vs Traditional WAF

Traditional WAF Check Point WAF
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Deployment
How to Deploy a Cloud-Designed 
WAF within 15-60 Minutes?5
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If You Loved CloudGuard WAF, 
Replacing Your Current WAF is Easier Than Ever
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Update Your DNS 
Record & Immediately 
Route Traffic through 

WAF as a 
Service

<15 min.

Deployment within 
Kubernetes 

Ingress

<1 Hour

Deployment within 
On-Prem. 

Environment 

<1 Hour
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CloudGuard WAF Offers SaaS Deployment

CloudGuard WAFDDoS Protection

Load Balancer

CloudGuard WAF SaaS
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CloudGuard WAF Offers Deployment Into Your 
Kubernetes Ingress
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CloudGuard WAF Offers Additional 
Deployment Options

VM Gateway 

Kong Gateway Pod Linux (NGNIX)

Docker (NGNIX)
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Recognition
What the industry thinks about  
Check Point’s  WAF6
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Thank You


	Overview
	Slide 1
	Slide 2

	WAF Problem Statement
	Slide 3
	Slide 4
	Slide 5
	Slide 6

	Solution AI
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

	API Security
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34

	Deployments
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39

	Market Proof-Points
	Slide 41

	Summary
	Slide 46


