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Top 3 Attack Vectors




Security Operations Team Challenges

Enterprises Need a Comprehensive Risk Management Platform
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Comprehensive External Risk Management Solution
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Stolen Credentials Remediation

Detection

Darkweb Collection

Central Raw Intelligence
Data Lake

Impactfulness

Contextualized Alert

URL:
USER:
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Vulnerable Assets Remediation

Detection

Asset Discovery
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Impactfulness

Contextualized Alert

Vulnerable Application
Port: 3352

Version: 4.11.5

CVE: CVE-2024-55417
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Phishing Sites Takedown

Detection Impactfulness Remediation

Phishing Engine Contextualized Alert Quick Takedown Operation
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Fast and Effective Remediation and Takedowns

Malicious Content Takes Many Forms Industry-Leading Takedown Services

i it

Phishing & Brand Abuse Social Media

ebsites mpersonation Profiles
- - — 98% >10,000

Phishing impersonation successful takedowns
Takedown Success completed in 2025

Trojanized & Impersonation Exposed Files and
Mobile Apps Source Code

Key Benefits

Add services offering based on Check Point teams of experts
Reduce the probability of account takeover and costly fraudulent activity
Protect your customer’s organization from impersonation attacks that damage their brand
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3 Layers Intelligence Managed Services From Expert

- Strategic threat reports
- CVE & malware analysis
- Ransomware & APT tracking

Global Research
Team

Regional Analyst Team - Dedicated Cyber Threat Intelligence analyst
Managed Service Customers . Deep triage & enrichment

- Industry & regional expertise

- Virtual Humint Operation

24x7 Intelligence

Support Team - Continuous triaging for defined use case

- 15t [evel intelligence support
- Customer technical support
- Takedown Operations
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Recognition As an Industry Leader

By Industry Analysts
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Infinity ERM

Attack Surface Monitoring > Assets

ASSETS | EXPOSURE ITEMS

Posture Score

Recalculate

9 ASSETS /outof 10 ©

Monitored (ASM)

ASSET

ci-proxy.azure-api.net

3

20.217.212.161

portal.site.io

demo.example.net

jenkins.acme.com

test.example.org

Monitored (ASM + T1)

Monitored (ASM)

Monitored (ASM)

Monitored (ASM)

Monitored (ASM)

Monitored (ASM)

DISCOVERY

Scoping Management ()

Validate Primary Assets (1)
@ Decide on ASM Monitoring for Assets (0)

@ Decide on Tl Monitoring for Domains (0)

EXPOSURE ITEMS

MANUAL

MANUAL

O alerts 3 items \ MANUAL

0 alerts 1items 0) MANUAL

O alerts 1items \100; MANUAL

Assets by Status ()

PARENT ASSETS

DISCOVERY DATE ®

Jan 14, 2025 | 18:09

Jan 14, 2025 | 17:16
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Attack Surface Monitoring »

14 EXPOSURE ITEMS / out of 14

ASSET NAME

ci-proxy.azure-api.net

ci-proxy.azure-api.net

jenkins.acme.com

INTERFACE

pylLoad

pyLoad

QUANTUM |

http://ci-proxy.azure-api.net/login?nex...

https://ci-proxy.azure-api.net/login?ne...

http://jenkins.acme.com

GATEWAY

Gwa2

5144288

Gwa2

51.4.42.88

ARGENTINA-GW

51.14.41.2 IPS

Enabled

Enabled

Enabled

DISCOVERY

EXPLOITABLE VULNERABILITIES

www.site.io

www.acme.com

https://www.site.io/jira/software

https://www.acme.com/login

test.example.org

20.217.212.161

20.217.212.161

pylLoad

pyLoad

http://20.217.212.161/login?next=true

https://20.217.212.161/login?next=true/

BRAZIL-GW

51.14.411

gw82n

51.4.42.88

gwB2n

51.4.42.88

Enabled

Enabled

Enabled
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Attack Surface Monitoring >

EXPOSURE ITEMS TECHNOLC CERTIFICATES % QUANTUM | DISCOVERY

14 EXPOSURE ITEMS / out of 14

GATEWAY

Gws2
ci-proxy.azure-api.net 80 pyLoad http://ci-proxy.azure-api.net/login?nex...
51.4.42.88 Enabled

Gws2
ci-proxy.azure-api.net 443 pyLoad https://ci-proxy.azure-api.net/login?ne...
51.4.42.88 IPS: Enabled

ARGENTINA-GW
jenkins.acme.com 8 http://jenkins.acme.com
5114412 | Enabled

www.site.io 3 ] https:/www.site.io/jira/software

www.acme.com 443 https://www.acme.com/login

BRAZIL-GW
test.example.org
51.14.411 Enabled

gw82n
20.217.212.161 3C pyLoad http://20.217.212.161/login?next=true
51.4.42.88 Enabled

gw82n
20.217.212.161 443 pylLoad https:/20.217.212.161/login?next=true/
51.4.42.88 IPS: Enabled
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w2 Alert: CPX-7 X

Exploitable Vulnerability found on a Company Asset C < B B

o Category: Vulnerabilities | Type: Vulnerabilities

_ Last content update: Jan 15, 2025 17:31:12, Severity Changed ID: CPX-7 | t ) 2025 22:4
@ Apply IPS Protection

ALERT STATUS
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O T By
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Apply IPS Protection

The IPS protection pyLoad Information Disclosure (CVE-2024-21644) will be
applied on your Quantum Gateway: GW82.

The operation may take a few minutes to complete. Click "Apply” to confirm.




ERM Unified & Impactful End To End Approach

Automatic
Triaging of 80%
of the alerts
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